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Abstract

A method comprising: receiving (300) at a server means (100; 101) a first request from a user device (102),
the request including a first uniform resource locator (URL) and storing the first URL; receiving (306) a
second request from the user device, including a second URL and first information indicative of the first
URL; determining (308), by matching the first information and the stored first URL, that the first request and
the second request were sent from the user device; storing the second URL in association with the first URL,
so that a third request including second information indicative of the second URL can be matched to the
second URL. The first, second and third requests may be HTTP requests.

Inventors: PHILLIPS; PAUL SAMUEL; (LONDON, GB)

Applicant: Name City State Country Type
CLOUDIQ LIMITED London GB
Assignee: CLOUDIQ LIMITED
London
GB

Family ID: 58687909

Appl. No.: 16/498942

Filed: March 29, 2018

PCT Filed: March 29, 2018

PCT NO: PCT/GB2018/050898
371 Date: September 27, 2019

Current U.S. Class: 1/1
Current CPC Class: HO04L 67/02 20130101; HO4L 67/22 20130101; HO4L 67/146
20130101; HO4L 61/35 20130101

International Class: HO4L 29/08 20060101 H041.029/08; HO4L 29/12 20060101
H041.029/12

Foreign Application Data
https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2FnetahtmI|%2FPTO%2Fsearch-adv.html&r... 1/12


https://appft.uspto.gov/netahtml/PTO/help/help.html
https://appft.uspto.gov/netahtml/PTO/index.html
https://appft.uspto.gov/netahtml/PTO/search-bool.html
https://appft.uspto.gov/netahtml/PTO/search-adv.html
https://appft.uspto.gov/netahtml/PTO/srchnum.html
http://www.uspto.gov/go/ptdl/
https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-adv.html&r=1&f=S&l=50&d=PG01&S1=(%22CLOUDIQ%22.AANM.)&Query=AANM/%22CLOUDIQ%22
https://certifiedcopycenter.uspto.gov/other/appft/view.html?backUrl1=http%3A//appft.uspto.gov/netacgi/nph-Parser?Sect1%3DPTO2%26Sect2%3DHITOFF%26p%3D1%26u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-adv.html%26r%3D1%26f%3DG%26l%3D50%26d%3DPG01%26S1%3D(%252522CLOUDIQ%252522.AANM.)%26OS%3DAANM%2F%252522CLOUDIQ%252522&backLabel1=Back%20to%20Published%20Application%20Number%3A%2020200314190
https://certifiedcopycenter.uspto.gov/other/appft/order.html?docNumber=US20200314190&backUrl1=http%3A//appft.uspto.gov/netacgi/nph-Parser?Sect1%3DPTO2%26Sect2%3DHITOFF%26p%3D1%26u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-adv.html%26r%3D1%26f%3DG%26l%3D50%26d%3DPG01%26S1%3D(%252522CLOUDIQ%252522.AANM.)%26OS%3DAANM%2F%252522CLOUDIQ%252522&backLabel1=Back%20to%20Published%20Application%20Number%3A%2020200314190
http://pdfaiw.uspto.gov/.aiw?Docid=20200314190&homeurl=http%3A%2F%2Fappft.uspto.gov%2Fnetacgi%2Fnph-Parser%3FSect1%3DPTO2%2526Sect2%3DHITOFF%2526p%3D1%2526u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-adv.html%2526r%3D1%2526f%3DG%2526l%3D50%2526d%3DPG01%2526S1%3D(%252522CLOUDIQ%252522.AANM.)%2526OS%3DAANM%2F%252522CLOUDIQ%252522%2526RS%3DAANM%2F%252522CLOUDIQ%252522&PageNum=&Rtype=&SectionNum=&idkey=D4024F31873F

4/14/22,11:24 AM United States Patent Application: 0200314190

Date Code Application Number
Mar 29, 2017 GB 1705060.0

Claims

1. A method comprising: receiving at a server means a first request from a user device, the request including
a first uniform resource locator (URL), and storing the first URL; receiving a second request from the user
device, including a second URL and the first URL; determining, by matching the first URL received in the
second request and the stored first URL, that the first request and the second request were sent from the user
device; storing the second URL, so that a third request including the second URL can be matched to the
stored second URL.

2. The method of claim 1, further comprising: in response to the first request, generating and storing at the
server means a session identifier, wherein the storing of the first URL is in association with the session
identifier.

3. The method of claim 2, wherein the first request includes first data, the method further comprising storing
the first data in association with the session identifier.

4. The method of claim 3, wherein the determining comprises associating the second request with the session
identifier.

5. (canceled)

6. The method of claim 1, further comprising: in response to receiving the second request, determining that
the session identifier cannot be located in the second request, and then performing the determining, by
matching the first URL received in the second request and the stored first URL, that the first request and the
second request were sent from the user device.

7. The method of claim 1, wherein the first and second requests each have associated therewith a set of data
points, further comprising: further to receiving the first request, determining and storing, by the server
means, the set of data points of the first request; further to receiving the second request, determining the data
points of the second request and comparing the data points of the second request against stored sets of data
points deriving from a plurality of requests received at the server means from a plurality of user devices,
wherein the received requests include the first request, determining that the data points of the second request
match to the stored data points of at least two of the plurality of received requests, the at least two received
requests including the first request, wherein the determining, by matching the first URL received in the
second request and the stored first URL, includes scanning stored first URLs associated with the at least two
requests to identify the first URL.

8. The method of claim 1, further comprising: receiving a third request from the user device, including the
second URL; determining, by matching the second URL received in the third request and the stored second
URL, that the second request and the third request were sent from the user device.

9. The method of claim 8, further comprising: in response to receiving the third request, determining that the
session identifier cannot be located in the third request, and then performing the determining, by matching
the first URL received in the second request and the stored first URL, that the first request and the second
request were sent from the user device.

10. (canceled)

11. The method of claim 1, wherein the first, second and third requests are HTTP or HTTP based requests
and the user device has a web browser running thereon, wherein the second request includes the first URL in
a referrer field thereof and the second URL in a destination field thereof, and wherein the third request
includes the second URL in a referrer field thereof.
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12. (canceled)

13. The method of claim 1, wherein the first and second URLs correspond to webpages, the method further

comprising, in response to the receiving of the first request, sending first webpage data requested in the first
request, including the second URL, to the user device, wherein the second request is received in response to
operation of the user device to select the second URL.

14. The method of claim 1, further comprising, in response to the receiving of the second request, sending
second webpage data requested in the second request, including the third URL, to the user device, wherein
the third request is received in response to operation of the user device to select the third URL.

15. The method of claim 1, wherein the first request is sent from the user device in response to the user
operating the user device to cause a webpage request for a webpage corresponding to the first URL to be sent
to a further server means, wherein the first request is a first tracking request; wherein the second request is
sent from the user device in response to a user operating the user device to cause a webpage request for a
webpage corresponding to the second URL to be sent to the further server means, wherein the second request
is a second tracking request.

16. The method of claim 15, further comprising: after receiving the first tracking request and storing the first
URL, and before receiving the second tracking request, receiving a further tracking request deriving from a
predetermined event or interaction relating to a web browser running on the user device, wherein the further
tracking request is not sent in response to the user operating the user device to cause a webpage request to be
sent to the further server means, wherein the further tracking request includes the first URL; determining, by
matching the first URL received in the further tracking request and the stored first URL, that the first
tracking request and the further tracking request were sent from the user device.

17. The method of claim 15, wherein the third request is sent from the user device in response to a user
operating the user device to cause a webpage request for a webpage corresponding to the third URL to be
sent to the further server means, wherein the third request is a third tracking request.

18. The method of claim 15, wherein the third request is a yet further tracking request, the yet further
tracking request deriving from a predetermined event or interaction relating to a web browser running on the
user device, wherein the yet further tracking request is not sent in response to the user operating the user
device to cause a webpage request to be sent to the further server means, wherein the yet further tracking
request includes the second URL; determining, by matching the second URL received in the yet further
tracking request and the stored second URL, that the second tracking request and the yet further tracking
request were sent from the user device.

19. The method of claim 16, further comprising: in response to receiving the further tracking request,
determining that a session identifier cannot be located in the further tracking request and then performing the
determining, by matching the first URL received in the second request and the stored first URL, that the first
request and the second request were sent from the user device.

20. The method of claim 15, wherein the further tracking request includes a set of data points, further
comprising: further to the receiving of the further tracking request, comparing the data points of the further
tracking request against the stored sets of data points deriving from a plurality of requests received at the
server means from a plurality of user devices, wherein the received requests include the first tracking
request, determining that the data points of the further tracking request match to the stored data points of at
least two of the plurality of received tracking requests, the at least two received tracking requests including
the first tracking request, wherein the determining, by matching the first URL received in the first tracking
request and the stored first URL, includes scanning stored URLSs associated with the at least two requests to
identify the first URL.

21. (canceled)

22. A computer program product comprising computer program code stored on a computer readable storage
medium, which, when executed by a processing means, causes the following steps to be performed:
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receiving at a server means a first request from a user device, the request including a first uniform resource
locator (URL), and storing the first URL; receiving a second request from the user device, including a second
URL and the first URL; determining, by matching the first URL received in the second request and the
stored first URL, that the first request and the second request were sent from the user device; storing the
second URL, so that a third request including the second URL can be matched using the stored second URL.

23. (canceled)

24. Apparatus comprising: a processing means; and a memory means having a computer program stored
thereon, wherein the computer program comprises computer program code, wherein the processing means,
together with the memory means and the computer program code, are configured to cause the following
method to be performed: receiving at a server means a first request from a user device, the request including
a first uniform resource locator (URL), and storing the first URL; receiving a second request from the user
device, including a second URL and the first URL; determining, by matching the first information and the
stored first URL, that the first request and the second request were sent from the user device; storing the
second URL, so that a third request including the second URL can be matched the stored second URL.

25. (canceled)

Description

FIELD OF THE INVENTION

[0001] The invention relates to a method of determining that requests received at a server means are sent
from a same device, where the server means receives requests from multiple devices. The invention also
relates to related apparatus and a computer program product.

BACKGROUND

[0002] In an environment in which a server receives requests from multiple client applications using a
stateless protocol, it is often wanted to configure the server to determine which requests are received from
each client application. Thus, when the server receives a first request from a particular client application, the
server initiates a session, assigns a unique session identifier to the session, and sends the session identifier to
the client application. Then, each time that the client application sends a request to the server, the client
application includes the session identifier so that the server can associate the requests from that client
application. The server may store session data in association with the session identifier. Particular session
data is thus associated with a particular client application.

[0003] Session identifiers are commonly used by web servers. When a client application in the form of a web
browser receives a session identifier, the web browser stores the session identifier as part of a cookie. The
cookie also includes the domain of the web server. When the web browser next sends an HTTP request to the
same domain, the web browser identifies the stored cookie using the domain and includes the session
identifier with the HTTP request.

[0004] A major problem with the above described approach is that some web browsers are prevented from
storing cookies and thus cannot store session identifiers. Accordingly, session identifiers cannot be sent with
requests by such web browsers to the server and so later requests cannot be reconciled with earlier ones. It is
an object of the present invention to address this problem.

SUMMARY OF THE INVENTION

[0005] In accordance with a first aspect of the present invention, there is provided a method comprising:
receiving at a server means a first request from a user device, the request including a first uniform resource
locator (URL), and storing the first URL; receiving a second request from the user device, including a second
URL and first information indicative of the first URL; determining, by matching the first information and the
stored first URL, that the first request and the second request were sent from the user device; storing the

https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2FnetahtmI|%2FPTO%2Fsearch-adv.html&r... 4/12



4/14/22,11:24 AM United States Patent Application: 0200314190

second URL, so that a third request including second information indicative of the second URL can be
matched to the second URL.

[0006] In accordance with a second aspect of the present invention, there is provided a computer program
product comprising computer program code stored on a computer readable storage medium, which, when
executed by a processing means, causes the following steps to be performed: receiving at a server means a
first request from a user device, the request including a first uniform resource locator (URL), and storing the
first URL; receiving a second request from the user device, including a second URL and first information
indicative of the first URL; determining, by matching the first information and the stored first URL, that the
first request and the second request were sent from the user device; storing the second URL, so that a third
request including second information indicative of the second URL can be matched to the second URL.

[0007] In accordance with a third aspect of the present invention, there is provided apparatus comprising: a
processing means; and a memory means having a computer program stored thereon, wherein the computer
program comprises computer program code, wherein the processing means, together with the memory means
and the computer program code, are configured to perform steps of: receiving at a server means a first
request from a user device, the request including a first uniform resource locator (URL), and storing the first
URL; receiving a second request from the user device, including a second URL and first information
indicative of the first URL; determining, by matching the first information and the stored first URL, that the
first request and the second request were sent from the user device; storing the second URL, so that a third
request including second information indicative of the second URL can be matched to the second URL.

BRIEF DESCRIPTION OF THE FIGURES

[0008] For better understanding of the present invention, embodiments will now be described, by way of
example only, with reference to the accompanying Figures in which:

[0009] FIG. 1 shows illustratively an environment in which embodiments of the invention may be
implemented;

[0010] FIG. 2 is a flow diagram indicating processes that may be used in combination to reconcile requests
received at a server with particular sessions;

[0011] FIG. 3 is a flow diagram indicating steps of one process ("'daisy chain process") for reconciling
received requests, in accordance with embodiments of the invention;

[0012] FIG. 4 is flow diagram indicating steps in accordance with a process ("cookie based process") for
reconciling received requests using session identifiers;

[0013] FIG. 5 is a flow diagram indicating a further process ("fingerprinting process") for reconciling
received requests;

[0014] FIG. 6 is a flow diagram indicating use of the daisy chain process in reconciling requests received at a
data collection server with previously received requests.

DETAILED DESCRIPTION OF EMBODIMENTS

[0015] Referring to FIG. 1, an environment is indicated in which embodiments of the invention may be
implemented. A server 100 is configured for communication with a plurality of user devices 102 via a
communications network 104. Although three user devices are shown, there are typically many more.

[0016] Generally, a website, stored at the server 100, has several webpages. The server 100 is configured to
receive requests for webpages from any of the user devices and to send the webpages to the user devices 102
in response to the requests. Each of the webpages, when rendered by a web browser at the particular user
device 102, typically has embedded uniform resource locators (URL) in it identifying respective other of the
webpages. A user is able to operate the user device 102 to select links on the webpages resulting in use of the
URLs to conveniently browse the web site using the web browser. Selecting a link causes a Hypertext
Transfer Protocol (HTTP) request to be sent by the web browser to the server 100. The server 100 responds
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to the request by sending webpage data from which the requested webpage can be rendered to the user
device 102.

[0017] The webpage request includes a "destination URL", which identifies the webpage that is requested
from the web server and with which the webpage request is routed to the server 100 over the Internet. When
the user selects a link on a webpage, the webpage request also includes, not only the destination URL, but
also the URL of the webpage on which the link was selected, which is the "referrer URL".

[0018] Embodiments of the invention relate to determining that multiple requests received at the server 100
are from the same user device, where the server 100 may receive requests for webpages from many user
devices. This is particularly useful where data is stored by the server 100 relating to interaction between the
server 100 and the user device. The determining is achieved, in accordance with embodiments, by storing
destination URLs of received requests, and then, when a new request is received, matching the referrer URL
of the newly received request to one of the stored destination URLs.

[0019] Also, where it is wanted to collect information relating to user interactions with a webpage or events
on the webpage, tracking requests may be sent including information on the user interaction or event to
another server for example for analytics purposes. Such tracking requests may, in accordance with
embodiments, include the current URL of the web page, so that the current URL can be matched against a
stored URL of an earlier request. It is envisaged to carry out this process in combination with other
processes, to be described.

[0020] Importantly, embodiments of the invention are not limited to use with web browsers, websites and
HTTP requests. Embodiments may be usefully applied in any scenario where requests are sent using a
stateless protocol, an online resource has a plurality of parts that may be requested by and sent to a user
device, and where parts are requested consecutively, with requests including a destination URL or
equivalent, that are stored by the server, and including a referrer URL or equivalent, other than a first
request.

[0021] The server 100 stores information relating to visits by users to the website. Each user device 102 has
a client application in the form of a web browser running on it. Each user device 102 and the server 100 are
configured to communicate via the communications network 104 using HTTP/S. The term "request” as used
in relation to the embodiments described below should be considered to mean HTTP request, although the
invention is not limited to such as mentioned above.

[0022] Embodiments are described in the following with reference to a single user device 102. When the
server 100 receives a first request from the user device 102 relating to a particular website, the server 100
initiates a session and generates a session identifier, which is stored in a session data store. The server 100
may determine that the received request is a first request relating to the website when the referrer URL of the
first request indicates a domain other than that of the website, or is empty, or if the request cannot be
matched using any one or more of the processes described herein, depending on a particular embodiment.

[0023] Data associated with the session can then be usefully stored in association with the session identifier
in the session data store. The server 100 may be configured so that the sessions have a maximum
predetermined length, or so that each session expires if there has been an absence of requests associated with
the session identifier for that session for a predetermined time period.

[0024] Referring to FIG. 2, one or more processes may be used to reconcile requests received at the server
100. Three such processes are described herein, which are referred to as a "cookie" based process 200, a
"fingerprinting" process 202, and a "daisy chain" process 204. Use of the cookie based process in isolation is
already known for determining that received requests relate to a particular, previously initiated session and is
mentioned above. The cookie based process may often be used to successfully reconcile a majority of
received requests with sessions that have been initiated in response to first requests sent to the server 100
from respective user devices. Where a received request is not found to relate to a previously established
session using the cookie based process, the fingerprinting process may then be used to try to match the
received request with a session identifier.

[0025] In embodiments, if a received request does not match to a previously established session after the
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fingerprinting process has been performed, the daisy chain process is then run. If the daisy chain process fails
to match a received request to a previously established session, a new session is initiated and a session
identifier is generated and stored in the session data store.

[0026] Use of these three processes in combination results in a high probability that, if a session has been
initiated, the corresponding session identifier will be identified for any received request. Nevertheless, the
daisy chain process may be carried out independently of either the cookie based process and the
fingerprinting process. Alternatively, the daisy chain process may be carried out following one of the cookie
based process or the fingerprinting process, where the other is not used for session reconciliation.

[0027] The daisy chain process is described first in isolation with reference to FIG. 3 when used to reconcile
received requests. At step 300, the server 100 receives a first request from the user device 102, the first
request including a destination URL. The request does not derive from selecting a link on a webpage of the
website, but from selection of a link on another web site or entering of an address of the webpage. In
response, the server 100 generates a session identifier and stores the session identifier in the session data
store at step 302. The server 100 also sends the requested webpage to the user device 102 at step 304. The
server 100 also stores the destination URL in association with the session identifier.

[0028] Next, the user selects a link for another webpage on the received webpage, thereby causing the user
device 102 to send a second request to the server 100, the second request also including a destination URL of
the other webpage and the referrer URL, which is the destination URL in the first request. The server 100
receives the second request at step 306.

[0029] In response to the second request, the server 100 determines whether the second request is from a user
device for which a session has already been established. To do this, the server 100 scans at step 308
candidate stored destination URLSs associated with current session identifiers to determine whether any
destination URL is the same as the referrer URL in the second request. The server 100 is configured so that
the candidate stored destination URLSs that are scanned are only the destination URLs received in the most
recently received request relating to a session.

[0030] If at step 308 the server 100 identifies a matching destination URL, then at step 310, the server 100
determines that the second request relates to the session identified by the session identifier with which the
matching destination URL is associated. The server 100 may then use session data stored for the session in
response to the second request and/or store further session data in response to the second request, as
indicated at step 312.

[0031] The server 100 also stores the destination URL of the second request in association with the session
identifier, and updates so that the destination URL in the second request is stored as the most recently
received destination URL relating to the session. In response to the second request, the server 100 sends a
second webpage to the user device, the webpage including an URL of a third webpage. If the user operates
the web browser to send a third request with the URL of the third webpage as the destination URL and the
URL of the second webpage as the referrer URL, the daisy chain process can be used to match the third
request to the session in the same way that the second request was matched to the session, that is, by
matching the referrer URL to a destination URL of the second request stored at the server 100. Each further
request from the user device 102 for webpages of the website that includes a destination URL and a referrer
URL, the referrer URL also identifying a page of the same website, may be matched to the session identifier
using the same process, that is, by matching the referrer URL with the destination URL of the previous
request relating to the session.

[0032] As mentioned above, the daisy chain process may be used alone and would work well in reconciling
received requests where the number of received requests is low and/or where the session has a short expiry
time. However, it is envisaged that the process is used in combination with the other processes for
determining that received requests have originated from the same user device 102. Accordingly, in a
preferred embodiment, first the cookie based process is attempted in which the session identifier is used to
enable the server 100 to match received requests to a particular session.

[0033] Referring to FIG. 4, first and second steps are the same as steps 300 and 302. At step 404, the server
100 sends the requested first webpage to the user device 102, like at step 304, together with a cookie
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comprising at least the session identifier and the domain of the web site. The cookie may be a session cookie.

[0034] As indicated at step 406, the user device 102 may not receive the cookie or the web browser may
receive the cookie but be prevented from storing it. If the web browser receives and stores the cookie, the
web browser can then include the session identifier with the second request to the server 100. In this case, the
server 100 receives the second request, as indicated at step 408, and is able to associate the received second
request with the session data (step 410). The server 100 can then respond to the second request using the
session data, and/or can change the session data.

[0035] If the cookie is prevented from being stored at the user device 100, the second request is received at
the server 100 without a session identifier at step 412. The server 100 determines that a session identifier
cannot be located at step 414.

[0036] In this case, at step 416 one of the daisy chain process and the fingerprinting process is performed
next, in accordance with different embodiments.

[0037] The fingerprinting process serves to match the second request with a first request, or at least to
determine a number of potential first requests received from multiple user devices with which the second
request may be associated, that number being less than the total number of session identifiers relating to
unexpired sessions.

[0038] Exemplary use of the fingerprinting process is now described, where a request is received at the
server 100 that is a first request from the user device 102, that is, a request not deriving from selection of a
link on a webpage of the website hosted by the server 100.

[0039] The server 100 receives a request and the cookie-based process is not used or the request cannot be
matched with a session, so the server 100 determines a fingerprint of the request. Referring to FIG. 5, the
fingerprinting is done, as indicated at step 500, by determining a plurality of data points for the request,
which together provide a fingerprint or identification of the user device 102. Each of the data points may be
one of the following: [0040] a session start time; [0041] a user agent of the web browser from which the
request is sent; [0042] an IP address of the user device from which the request is sent; [0043] information
identifying a screen resolution of the user device from which the request is sent; [0044] a screen colour depth
of the user device from which the request is sent; [0045] a browser language of the web browser from which
the request is sent; [0046] a time zone offset of the web browser from which the request is sent; [0047]
MIME types supported by the web from which the request is sent; [0048] A plugin profile of the web
browser from which the request is sent; [0049] A canvas profile associated with the user device from which
the request is sent; [0050] Local storage profiling associated with the user device from which the request is
sent.

[0051] Not all of these data points need be determined or extracted from the request--a few of these data
points may serve as a fingerprint for the user device 102 from which the request was sent. Data points other
than those listed may additionally or alternatively be determined. The server 100 attempts to match the
determined fingerprint against fingerprints corresponding to current sessions, but since the request is a first
request and no fingerprint is stored, the server 100 fails to do so. Thus, a new session is establishes with a
new session identifier.

[0052] At step 502, a second request is received. Where the cookie based process is implemented, the server
100 then attempts to locate a session identifier the second request, but there is not session identifier and so
cannot (that is, step 412 and 414 occur). Thus, the cookie based process cannot be used. At step 504, the
same data points are extracted from the second request. Those data points are then stored and compared at
step 506 with data points stored for the first requests for current sessions.

[0053] If the server 100 determines at step 508 that the data points extracted from the request match those
extracted from one first request, indicated at step 512, the server 100 then determines that the second request
relates to the same session as the matched first request. Session data associated with the session identifier for
the matched first request can then be identified and may be added to and/or used.

[0054] If the server 100 determines at step 508 that the data points of the received request match to at least
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two sets of data points corresponding to first requests from at least two user devices 102, in embodiments the
server 100 is configured to perform the daisy chain process to determine which, if any, of those first requests
come from the same user device as the second request.

[0055] In an example scenarios in which embodiments of the invention may be implemented. in response to
a first request sent to the server 100, the server sends to the user device 102 a webpage including an online
form in response to a first request. The form has a form identifier with it. The form identifier is stored as
session data. The user then enters data into the online form and selects an URL to send the entered data to the
server 100 with a second request. The server 100 then uses the above described processes to associate the
second request with the session identifier, and then stores the entered data as session data in association with
the session identifier and the form identifier. Forms may be on multiple pages and the data entered by the
users is associating using the session identifier using the above described processes.

[0056] In another example, a user may send a first request to the server 100, which in this case hosts a
shopping website, and receive a first webpage. The user may then interact with the webpage, involving
sending a second request to the server 100 indicating that a particular item is to be added to an online
shopping cart. Information indicative of this is then added to the session data. The user may then selects a
URL such that a request is sent for a webpage enabling payment. It is essential that the request for this
webpage is associated with the previous requests, otherwise, as far as the user is concerned, the contents of
the online cart will be lost.

[0057] In another embodiment, a data collection server 101 is also connected to the communications network
104. The data collection server 101 is indicated using dashed lines in FIG. 1 as it is not part of the
embodiment as described above in relation to FIG. 1. In this embodiment, the server 100 still sends
webpages to any of the user devices 102 on receipt of requests from the user devices 102, and may operate as
described above using any one or more of the cookie based process, the fingerprinting process and the daisy
chain process. The server 100 may alternatively match requests received from user devices 102 using other
methods or not match received requests. However, in this embodiment, each webpage includes a portion of
tracking code that is executed by the web browser each time a predetermined interaction or event occurs on
the webpages, or alternatively that executes to pull some code to the web browser, that pulled code being
executed each time a predetermined interaction or event occurs. The tracking code is typically JavaScript and
the web browser includes a JavaScript engine for executing the JavaScript. The result is that a tracking
request is sent to the data collection server 101 each time the predetermined interaction or event occurs. The
predetermined interaction may be interaction by a cursor with an HTML element.

[0058] It is known for the JavaScript to include a cookie. Conventionally, the cookie is sent with tracking
requests sent to the data collection server 101. If the network, computer or web browser does not allow this,
the same problem of matching tracking requests occurs at the data collection server 101 as may occur at the
web server 100, as described above.

[0059] A method of reconciling received requests at the data collection server 101 will now be described
with reference to FIG. 6. A request for a webpage, including a destination URL of the requested webpage, is
sent from the user device 102 and is received at the server 100, as at step 300. In response, the server 100
sends the requested webpage to the user device 102.

[0060] The JavaScript executes to cause data collection to begin. The JavaScript causes the web browser to
send a first tracking request to the data collection server 101, which is received at step 600. The first tracking
request includes the URL of the received webpage.

[0061] The server 100 may have sent a cookie with the webpage to the user device 102 and, if such a cookie
was sent, the user device 102 may have received it and the web browser stored it. In this case, the JavaScript
reads the cookie and sends a copy of the cookie to the tracking server 101 with the first tracking request.
Provided future tracking requests sent from the user device 102 to the data collection server 101 include a
copy of the cookie, the cookie-based process can be used to reconcile the received tracking requests. Where
the cookie-based process cannot be used or fails, the fingerprinting process can be used. The daisy chaining
process may be used where either these processes fail or are not used, as described above, although the daisy
chain process may also be used independently.
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[0062] At step 602, in response to receiving the first tracking request, the data collection server 101
determines whether the first tracking request matches to any session. This may be done using any of the
processes described above to try to match the first tracking request to a session. Since this is a first tracking
request, a session has not been established, so the data collection server 101 will not be able to identify a
session. The data collection server 101 thus initiates a session, generates a session identifier for the session,
and stores the URL of the webpage in association with the session identifier. Other data may be stored in
association with the session identifier.

[0063] When the user operates the user device 102 to interact with the webpage, the JavaScript causes
sending of a second tracking request including information relating to the interaction to the data collection
server 101, together with the URL of the webpage. The interaction may relate, for example, to any of a
number of interactions for which data may be collected.

[0064] The second tracking request includes a copy of the URL of the current webpage. Where the daisy
chain process is used, at step 604, the data collection server 101 receives the second tracking request and
scans the URLSs stored in association with current session identifiers against the URL received in the second
tracking request. If one such URL matches the URL in the tracking request, the data collection server 101, at
step 606, determines the session identifier and thus the session data for the session identifier, which is then
updated to include the information relating to the interaction.

[0065] The user may also operate the user device 102 to select a link on the webpage, which causes a request
including a second destination URL to be sent to the server 100. In addition to this second request being sent
to the server 100, selecting of the link causes the JavaScript to cause a third tracking request to be sent to the
data collection server 101. The third tracking request includes the referrer URL, that is, the URL of the
webpage on which the link was selected, and the destination URL, that is, the URL of the new webpage. At
step 608, the data collection server 101 receives the third tracking request and then scans potentially relevant
URLSs stored with current sessions to try to match the referrer URL with one of the stored URLs. If one such
URL matches the referrer URL, the data collection server 101, at step 610, determines the session identifier
and thus the session data for the session identifier associated with that referrer URL. The potentially relevant
URLSs are those where is then updated to include the new destination URL and optionally other data.

[0066] The second tracking request is an example of a tracking request that includes the current URL of the
webpage. The daisy chain process works by matching the current URL with a stored URL that is associated
with a session identifier. Many such second tracking requests may be sent from the user device 102 to the
data collection server 101 and matched in this way. The second tracking request may have fields
corresponding to a referrer URL and a destination URL, in which case both may be populated with the URL
of the current webpage. Such a second tracking request is sent in response to a predetermined interaction
other than selection of link to request a new webpage. As well as being sent in response to predetermined
user interactions, such request may be send in response to other predetermined events, as is well known to
persons skilled in the art.

[0067] The third tracking request is an example of a tracking request typically including fields corresponding
to a referrer URL and a destination URL, where the fields are populated with different URLs. This occurs
when the user has selected a link resulting in a new webpage being requested. In this case, the daisy chain
process works by matching the old URL (in the referrer URL) with a stored URL that is associated with
session identifiers. Many such third tracking requests may be sent from the user device 102 to the data
collection server 101 and the old URL matched to the URL of the previous webpage, with the URL of the
new webpage being stored.

[0068] The daisy chain process works particularly well where the cookie based process and/or the finger
printing is attempted beforehand. Where the cookie based process is attempted, the scanning of the URLSs in
the daisy chain process may include scanning to establish where a cookie has previously been associated
with a particular session identifier. If it has, the destination URL associated with that session identifier need
not be scanned.

[0069] Similarly, where the fingerprinting process has previously been successfully used at reconciling
requests from a user device, the URL associated with the session identifier corresponding to that user device
need not be scanned in the daisy chain process. In this way, when the daisy chain process is used, a large
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proportion of session identifiers need not be scanned, which means that the likelihood of the daisy chain
process being successful at matching a received request with a previously established session is high. For
example, 80% of requests received at the data collection server may be matched against the relevant session
identifier using the cookie based process. A further 15% may be matched using the fingerprinting process.
Almost 5% that cannot be matched using these processes may then be matched using the daisy chain process.
Thus, the scanned URLs in the daisy process may only scan a subset of the total number of URLSs if the
fingerprint process and/or the cookie based process has been tried and some of the current sessions
eliminated as possible sessions. It should be possible to correctly match almost all tracking requests received
at the data collection server using the three processes in combination.

[0070] The data collected by the data collection server 100 may be usefully used. For example, where the
data includes identifiers of the contents of an online shopping cart and also an email address of the user of a
user device 102 is known, for example because the user has submitted it on a previous webpage, emails can
be sent to the email address prompting the user to complete the purchase.

[0071] Both when reconciling received requests at the server 100 and the data collection server 101, it should
be understood that the cookie-based process and/or the fingerprinting process may be used to usefully reduce
the number of potentially relevant/candidate stored URLs for matching in the daisy chain process, so that the
likelihood of a received URL being matched against a single one of the potentially relevant stored URLs is
high. The potentially relevant stored URLs include only those URLSs that, in the most recently received
requests relating to a session, were indicated as corresponding to the most recently requested webpage of the
user. The daisy chain process may be implemented with other processes for reconciling received requests
besides a cookie based process and/or the fingerprinting process. Other techniques are preferably
implemented to reduce the number of potentially relevant stored URLs. For example, sessions may have
related timers and expire after a predetermined period during which no requests were received related to the
session. In this case, after expiry, no URL related to that session is potentially relevant. Further, if the cookie
based process has previously been successfully used to associate a request with a session, it can be assumed
that the cookie based process will work in relation to future requests relating to the same session, so any
URL received in requests relating to that session can be excluded as a potentially relevant URL.

[0072] Returning to FIG. 1, the communications network 104 may be the internet. The communications
network 104 may comprise a plurality of connected networks. For example, communication may be via the
internet to which the server 100 is connected and a local area network or a cellular telecommunications
network to which the user device 102 is connected.

[0073] Components of the server 100 includes a processor 106, for example a CPU, a memory 108, a
network interface 110 and input/output ports 112, all operatively connected by a system bus (not shown). The
memory may comprise volatile and non-volatile memory, removable and non-removable media configured
for storage of information, such as RAM, ROM, Erasable Programmable Read Only Memory (EPROM)),
Electrically Erasable Programmable Read Only Memory (EEPROM), flash memory or other solid state
memory, CD-ROM, DVD, or other optical storage, magnetic disk storage, magnetic tape or other magnetic
storage devices, or any other medium which can be used to store information which can be accessed. The
processor may comprise a plurality of linked processors. The memory may comprise a plurality of linked
memories. Other components may also be present.

[0074] A computer program comprising computer program code is provided stored on the memory 108, The
computer program, when run on the processor 106, is configured to provide the functionality ascribed to the
server 100 herein. In particular, the computer program provides web server functionality. As will be
understood by the skilled person, the server 100 would in practice include many more components.

[0075] The data collection server 101 typically includes same or similar components to the server 100.
Similarly, a computer program comprising computer program code is provided stored on a memory at the
data collection server 101, The computer program, when run on a processor, is configured to provide the
functionality ascribed to the server 101 herein.

[0076] Each user device 102 may be a personal computer, laptop, smartphone, tablet, for example. Each user
device 102 comprises a processor 120, a memory 114, input/output ports 116, a transceiver 118 and a user
interface (not indicated). As will be understood by the skilled person, the user device 102 would in practice
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include many more components. A computer program, such as a web browser, comprising computer program
code is provided stored on the memory 114. The computer program, when run on the processor 120, is
configured to provide some of the functionality ascribed to the user device herein. The interface may
comprise a display, keyboard and mouse, but alternatively the interface may comprise a voice operated
interface.

[0077] It will be appreciated by persons skilled in the art that various modifications are possible to the
embodiments.

[0078] The applicant hereby discloses in isolation each individual feature or step described herein and any
combination of two or more such features, to the extent that such features or steps or combinations of
features and/or steps are capable of being carried out based on the present specification as a whole in the
light of the common general knowledge of a person skilled in the art, irrespective of whether such features or
steps or combinations of features and/or steps solve any problems disclosed herein, and without limitation to
the scope of the claims. The applicant indicates that aspects of the present invention may consist of any such
individual feature or step or combination of features and/or steps. In view of the foregoing description it will
be evident to a person skilled in the art that various modifications may be made within the scope of the
invention.
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